
IT Infrastructure & Security Operations Lead with 10+ years of expertise in managing enterprise IT

,ecosystems, information security, and networking. Proven track record in penetration testing

security research, and advanced systems administration. Adept at driving high-efficiency IT

operations, ensuring system resilience, regulatory compliance, and the robust protection of

organizational digital assets

ANAS HYDER

EDUCATION

PERSONAL INFORMATION

RIYADH 0563263508

BSc in Network Administration - Sudan University

MSc in Network Engineering - Future University

eng.anashyder@gmail.com

WORK EXPERIENCE

System Administrator – Saudi Executive Trading  – Riyadh – February 2026 – Present
Assistant IT Director – NetIT– Saudi Arabia – Riyadh - Mar 2025 -january 2026

Operations and IT Manager – HUNA Co. Ltd. – Riyadh – March 2023 – January 2026

Information Security and Network Specialist – Be One Company  – Riyadh – July 2022 – March 2023

Technical Support Specialist – Sudan Customs – Sudan – Khartoum – May 2016 – June 2022

Active Directory & Domain Management

Network Infrastructure (CCNA / Network+)

Bug Bounty & Cyber Security Research

Troubleshooting & Technical Support

Email Systems & Endpoint Security

SOC & Incident Response

Penetration Testing & Vulnerability Assessment

Linux & Windows Systems Administration

SOC & Incident Response

Endpoint, Printer & Internal Network

Management

Remote & On-site Technical Support

User Training & Technical Support

Bug Bounty & Cyber Security Research

IT Automation (n8n & Scripting)

AI & Process Automation

TECHNICAL SKILLS

MS Office Suite (Word, Excel, PPT, Outlook)

Security Software (Antivirus & Firewalls)

Project Management Tools (Trello, Asana)

Document Preparation (Printing & Scanning)

Backup & Data Recovery Management

Access Control & MFA Management

Tech Environment Admin & Org Skills

Server & OS Management

Account & Password Management

Server & Device Performance Monitoring

Biometric & Attendance Systems

Fast Learner (New Tools & Software)

Open-Source AI Model Management

AI-Driven Web & System Development

Frontend Automation Development

Portfolio:https://silverrp-249.com

https://silverrp-249.com/


CERTIFICATIONS & COURSES

eJPT ( Junior Penetration Tester) – INE Security – Aug 2024

Advent of Cyber 2021 – TryHackMe – Dec 2021

3CX Certified Engineer (Basic) V20 – 3CX – May 2025

3CX Certified Engineer (Advanced) V20 – 3CX – May 2025

CNSS (Certified Network Security Specialist) – ICSI, UK – Jun 2021

Red Hat Linux 7 (Admin I, II, III) – Sudacad – Dec 2019

SDN (Software Defined Networking) – Sudacad – Dec 2018

CCNA – Sudacad – Oct 2015

MCSE – Sudacad – Jan 2019

Exchange Server 2019 – Network Plus Center – Oct 2019

Huawei Certified ICT Associate – Network Plus Center – Dec 2019

Advanced Networks (N+ & CCNAX) – University of Khartoum – Oct 2013

CCNA Security – Soft Star Center – Apr 2015

Professional Marketing Skills – Nursen Center – Mar 2019

Technical Support Intern – National Telecom Corp – Jan 2016

Technical Support Intern – Ministry of Finance – Oct 2014

NSE 2 (Network Security Associate) – Fortinet – Feb 2022

NSE 1 (Network Security Associate) – Fortinet – Jul 2021

CCNA Fundamentals – Coursera – Nov 2025

Intro to Bug Bounty & Web Pentesting – Udemy – Aug 2021

Advanced Web App Pentesting – LinkedIn Learning – Aug 2021

PROJECTS

 Unified Endpoint Management (UEM) Implementation

  Platform: ManageEngine Endpoint Central

Full-Stack Deployment: Engineered and deployed the entire infrastructure from scratch, including

server configuration and strategic agent rollout across all corporate endpoints.

Vulnerability & Patch Management: Established automated workflows to identify security threats and

deploy critical patches for OS and third-party applications, significantly reducing the attack surface.

Data Protection & Encryption: Configured and managed BitLocker Management policies to ensure

full-disk encryption and safeguard sensitive corporate data.

Automated Software Deployment: Built a centralized software repository to automate the installation

and update of applications remotely, enhancing operational efficiency.

Comprehensive Asset Inventory: Implemented automated hardware and software auditing to

maintain an accurate real-time inventory and ensure license compliance.



 Multi-Site Domain Services Architecture Design

  Organization: Sudanese Customs Authority

End-to-End Implementation: Personally handled the full deployment cycle, including server

installation, network configuration, and workstation integration from scratch.

Large-Scale Rollout: Managed the domain joining and configuration for 300+ workstations

distributed across 4 buildings (16 floors total), ensuring 100% connectivity.

Scalable Infrastructure: Engineered the domain environment to support high-density user

requirements while maintaining system alignment.

Policy Enforcement: Implemented comprehensive Group Policy Objects (GPOs) to standardize

security configurations and automate system updates.

Centralized Management: Successfully transitioned the organization from a decentralized workgroup

environment to a managed domain, significantly reducing administrative overhead.

 Data Extraction & Workflow Automation

 Process Mapping: Analyzed manual workflows to identify key data points and repetitive triggers,

identifying bottlenecks in daily data entry.

Browser Automation: Designed and deployed custom automation workflows using browser-based

tools to simulate human interaction and sync data between web platforms and spreadsheets.

Data Integration: Automated extraction processes and established direct sync with Google Sheets for

real-time data accuracy.

Efficiency Impact: Reduced repetitive tasks that took several hours daily to just a few minutes,

improving overall productivity and data integrity.

Automated Financial Notifications & Workflow Integration

   Technologies: Microsoft Power Automate, Microsoft 365 Suite

Payment Tracking Automation: Designed an automated system to monitor client payment schedules

and manage notification cycles.

Proactive Communication Agent: Deployed a scheduled workflow that triggers automated email

reminders to clients based on specific time intervals before due dates.

Data Synchronization: Integrated cloud-based spreadsheets with communication tools to ensure

seamless data flow and real-time updates.

Operational Efficiency: Reduced manual administrative tasks by automating the follow-up process for

accounts receivable.



LANGUAGES

Arabic: Native

English: very good

Foodics System Implementation

  Multi-Branch Setup: Managed the technical configuration and rollout of the Foodics POS system

across 7 restaurant branches. 

Menu & Catalog Management: Created and organized the digital menu structure, ensuring

consistent data across all branch locations. 

Digital Integration: Deployed and tested QR Code ordering features to enhance the customer service

experience. 

Operational Readiness: Handled the end-to-end synchronization between the main system and

branch outlets to ensure smooth daily operations.
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